2021-03-13 UH hacked

(All times listed by me are CT. Wordpress screenshot times show a +6 hour time

difference.)

03/12/21 Deleted Raul's domains that were parked on Whitney's hosting plan.

Hosting @ - Hosting

WordPress Pro
Ei ; + Add Website Upgrade
Expires in: 2021-09-02

unlimitedhangout.com .
e Edit Website

Active | Created at 2020-09-02

e giancana.com
Active | Created at 2020-11-05

Edit Website

3 inspiredground.com
Active | Created at 2020-11-05

Edit Website

borderlinedocumentary.com .
e Edit Website

Active | Created at 2020-11-05

e rdiego.com
Active | Created at 2020-11-05

Edit Website

inspiredgroundproject.com
S piredg pro} Edit Website

Active | Created at 2020-11-05

03/12/21
https://twitter.com/hijodelcuervo/status/13704645511714119697s=20

Black Star ¢
@hijodelcuervo
Choices have consequences

1:59 PM - Mar 12, 2021 - Twitter Web App

3 Likes

03/12/21
This was the first time Whitney publicly said she was leaving Chile.
https://twitter.com/_whitneywebb/status/13704898618540851237s=20

Manage

Manage

Manage

Manage

Manage


https://twitter.com/hijodelcuervo/status/1370464551171411969?s=20
https://twitter.com/_whitneywebb/status/1370489861854085123?s=20

Whitney Webb
@_whitneywebb

Replying to @jmahan23

its coming, but i am actually in the process of leaving
chile forever, so i have had a lot going on between that
and the patreon deplatforming. will be making some
announcements soon :)

3:40 PM - Mar 12, 2021 - Twitter Web App

The Support Us page was live on the website when she posted this. It was a page letting
people know the preliminary details about the membership plan that would be launching

through the website.

03/13/21 6:20am



DigiCert Global Root CA
L, B¥ DigiCert SHA2 Secure Server CA
L, FX *netlify.com

* netlify.com

Issued by: DigiCert SHA2 Secure Server CA

Expires: Tuesday, August 3, 2021 at 7:00:00 AM Central
Daylight Time

®

-
G Jertificate

L7
s

Trust

When using this certificate: | Use System Defaults

Secure Sockets Layer (SSL) | no value specified

X.509 Basic Policy | no value specified

I ET S
Subject Name
Country or Region US
State/Province ca
Locality San Francisco
Organization Netlify, Inc
Common Name *netlify.com

Issuer Name
Country or Region US
Organization DigiCertInc
Common Name DigiCert SHA2 Secure Server CA




Your connection is not private

Attackers might be trying to steal your information from unlimitedhangout.com (for

example, passwords, messages, or credit cards). Learn more

NET::ERR_CERT_COMMON_NAME_INVALID

To get Chrome's highest level of security, turn on enhanced protection

Advanced Back to safety

6:45am Admin is locked out of hostinger-password changed
Website back up by 8am with help from Hostinger

03/13/21 https://twitter.com/hijodelcuervo/status/13707907430155878457s=20
Is he chatting with customer service about his websites? No real evidence here, but the

tweet is interesting.

Black Star ¢ @hijodelcuervo - Mar 13
X Chat customer service is the worst version of Telephone ever

®) 0 O 4 o

**Event viewer logs**

03/12/21 7:11pm
Failed login attempt from Whitney Webb Subscriber account
2a00:1370:8113:c46:6df7:€336:555d:167


https://twitter.com/hijodelcuervo/status/1370790743015587845?s=20

March 13, 2021
2101 (D 4:00:49.387 am Adminisrator
March 13, 2021 Whitney Webb U
1002 A 111:00.950 am subserbes 2a00:1370:8113:
c46:6df7:e336:
555d:f67
March 14, 2021
2012 A 6:08:25.566 pm Administrator

0,0

Post

User

Post

Viewed the post Homepage

Post ID: 2163

Post type: page

Post status: published

URL: https://unlimitedhangout.com/
View post in the editor

Failed Login 1 failed login(s)

Deleted Moved the post Subscribe to Podcast to trash
Post ID: 4428

Post type: page

Post status: draft

73 [P LOCATION

INSTANTLY LOCATE ANY

IP ADDRESS

This free online tool allows you to see the geographical location of any IP address. Just input the IP address and you will be
shown the position on a map, coordinates, country, region, city and organization.

2a00:1370:8113:c46:6df7:€336:555d:f67

IP address 2a00:1370:8113:¢c46:6df7:336:555d:f67
CHANGE

Latitude 55.7522

Longitude 37.6156

Country Russia

Region Moscow

City Moscow

Organization

0OJS Moscow city telephone network

Who is the Whitney Webb Subscriber? When you

account

Hoezopodcxan

—
| 4 obnacme
= kxan Teepcxan
DEMOCme "L obnocms. Heawoecxan |
' obnocme
1 M
‘ Brodumupcxas f Huxezopodckas
~obnacme o6nocme
Bumebcxon Mocxsa
CIEs Cumonencran
o6nacme
Kanywcxan Pasancxan
Morunés o6nacme)  Tynecxas SIES Mopdosus .+ yauanoe
E obinacme obnocr
senapyce
Eparckan Nenserckon
obaacme TowGoecxan o6nocme
Nuneux o6nacms

lomenscxos
obnocme

Leaflet | © OpenStreetMap

Please visit our |P_Calculator for IPv4 and IPv6 networks.

Al (958) | Administrator (2) | Editor (1) | Author (4) | Subscriber (950) | No role (1) | 2FA Active (1) | 2FA Inactive (957)

Bulk actions v

) Username

) admin

. Whitney Webb

) Username

Bulk actions v

Crarpe et~ =]
Name Email Role
- admin@unlimitedhangout.co  Subscriber
=
Whitney Webb wwebbmpn@protonmail.com  Author
Name Email Role
Change role to... v

click on it, it takes you to this admin

whitney webb © || searchusers
2items
Posts 2FA Status. Last Login Registered
0 Not Allowed July 11,2020
a6 Not Allowed July 9, 2020
Posts 2FA Status Last Login Registered
2items

When you click into this admin account, these are the details.



Name

Username Usernames cannot be changed.
Role [ Subscriber v

First Name [ }

Last Name [ }

Nickname (required) [ admin }

Display name publicly as [ Whitney Webb v

Contact Info

Email (required) [ admin@unlimitedhangout.com }

Website [ J

Facebook Profile URL [ }

Instagram Profile URL [ }

- Edit User Whitney Webb < u...
 — Mar 15, 2021

Raul has whitney@unlimitedhangout.com listed as his email address

0O H Raul Diego Raul Diego whitney@unlimitedhangout.com None

**3/14/21**

11:40pm (saw the notification on 3/15)

Someone tried to reset Star’s instagram password


mailto:whitney@unlimitedhangout.com

.

e/

Monday, March 15

A

Instagram

B < 've made it easy to get back on Instagram

Hi | Sorry to hear you're having trouble logging into Instagram. We can help you get
straight back into your account. Log in as beglitched You can also reset your Instagram
password . © Instagram. Facebook Inc., 1601 Willow Road, Menlo Park, CA 9

Notification ' Center

**3/15/21**

2:48am
Another failed Whitney Webb admin login attempt location Russia

2101 @ :'Afarcwhowoa%szg%l _, Post Viewed Viewed the post Homepage
Post ID: 2163
Post type: page
Post status: published
URL: https://unlimitedhangout.com/
View post in the editor

1002 M a2t ) ewe 2804:d41:966e:  User Failed Login 1 failed login(s)
€400:2578:a86
3:82de:d033
2101 @ g”?,’f'g;‘k}%; _,_,Jr B Post Viewed Viewed the post Unlimited Hangout Community
Post ID: 4847

Post type: page

Post status: published

URL: https://unlimitedhangout.com/community-draft/
View post in the editor



IP LOCATION

INSTANTLY LOCATE ANY IP ADDRESS

This free online tool allows you to see the geographical location of any IP address. Just input the IP address and you will be
shown the position on a map, coordinates, country, region, city and organization.

2804:d41:966e:400:2578:a863:82de:d033 e FIND

IP address 2804:d41:966e:400:2578:2863:82de:d033

CHANGE +
Latitude -10 .
Longitude -55 9
Country Brazil
Region
City
Organization Oi Internet ST
Please visit our |P_Calculator for IPv4 and IPv6 networks.

Star reset password on the admin Whitney Webb account

4004 @ g’fg’oﬁgﬂgﬁo‘ﬂ S— User Modified Changed the password of the user admin
Role: Subscriber
First name:
Last name:

User profile page

Admin installed Wordfence. Immediately after installing, received this notification. This was
the first one after installing Wordfence. When a user tries to login, they get an alert that

they were blocked by Wordfence.

10:18am Mexico City login attempt



IP LOCATION

INSTANTLY LOCATE ANY IP ADDRESS

This free online tool allows you to see the geographical location of any IP address. Just input the IP address and you will be

shown the position on a map, coordinates, country, region, city and organization.

2806:2f0:9000:a221:5829:49d2:4397:2d08 rFlND

| " \ | 4
IP address 2806:2f0:9000:2221:5829:49d2:4397:2d08 [ . L ¢ \ L\ /
CHANGE L+ G L :
{- NS = N .
Latitude 19.4342 N > 2us J £
8 7R i’ f S
. N . o . ]
Longitude -99.1386 \‘.;.i - Sy 2% .y ? '.‘ ?( 4
S 2§ Ciudad de Méxicor £
Country Mexico N ’ 3 & £3
N i pr }’ % 's R e
Region Mexico City \ ’r' & [ J PN CI Z
% d 1 l .—’:J
City Mexico City : == LT ol § \
- - A : / 3 | \:
Organization Totalplay ‘) 40 '
4 i Leaflet | @ OpenStreetMap

Please visit our IP_Calculator for IPv4 and IPv6 networks.

10:19 AM

WordPress B3 Inbox - Info
[Wordfence Alert] unlimitedhangout.com User locked out from signing in
To: info@unlimitedhangout.com

This email was sent from your website "unlimitedhangout.com" by the Wordfence plugin at Monday 15th of March 2021 at
03:18:57 PM

The Wordfence administrative URL for this site is: https:/unlimitedhangout.com/wp-admin/admin.php?page=Wordfence

A user with IP addr 2806:2f0:9000:a2a1:58a9:49d2:4397:2d08 has been locked out from signing in or using the password
recovery form for the following reason: Exceeded the maximum number of login failures which is: 20. The last username they
tried to sign in with was: ‘admin’.

The duration of the lockout is 4 hours.

User IP: 2806:2f0:9000:a2a1:58a9:49d2:4397:2d08

User hostname: 2806:20:9000:a2a1:58a9:49d2:4397:2d08

User location: Toluca, Mexico

10:22am
Another failed attempt immediately after with login through “admin” this time from

Colorado Springs. The location and IP address can easily be spoofed with a VPN.

If it was Raul who hacked the site, he would not have expected the Wordfence alert with

the 10:18am login attempt. This could be an attempt to cover tracks.

Another reason | think it is possible this second recorded event is the first person trying to
cover their tracks is the timing. It was done 4 minutes after the Mexico City login attempt.

There were four more attempts throughout the day. The timing is key.



[Wordfence Alert] unlimitedhangout.com
User locked out from signing in

WordPress 10:23 am

To: info@unlimitedhangout.com

This email was sent from your website "unlimitedhangout.com" by the

A user with IP addr 2601:281:¢901:fd0:5d38:9¢cc2:2758:73c8 has
been locked out from signing in or using the password recovery form
for the following reason: Exceeded the maximum number of login
failures which is: 20. The last username they tried to sign in with was:
‘admin’.

The duration of the lockout is 4 hours.

User IP: 2601:281:¢901:fd0:5d38:9¢c2:2758:73c8

User hostname: 2601:281:¢901:fd0:5d38:9¢cc2:2758:73c8

User location: Colorado Springs, Colorado, United States

INSTANTLY LOCATE ANY IP ADDRESS

ﬁ IP LOCATION

This free online tool allows you to see the geographical location of any IP address. Just input the IP address and you will be
shown the position on a map, coordinates, country, region, city and organization.

2601:281:¢901:fd0:5d38:9¢c2:2758:73c8 s FIND

IP address 2601:281:c¢901:fd0:5d38:9¢c2:2758:73¢8 + K
CHANGE ‘ 'Z‘
Latitude  38.8388 N ".3:
. ol 'a o
Longitude -104.8145 A 1%
Country United States Coloné}io Springs
/.
Region Colorado M
125 ™ -
- =
City Colorado Springs ‘— US 24 Jaime) 1™~ X /
| b SN
Organization Comcast Cable 139 N\ <
3 138 Leaflet| © OpenStreetMap

Please visit our IP_Calculator for IPv4 and IPv6 networks.

There were subsequent attempts to log in throughout the day from the following locations

and times.

11:48am India username unlimitedhangout



WordPress B Inbox - Info  11:48 AM
[Wordfence Alert] unlimitedhangout.com User locked out from signing in
To: info@unlimitedhangout.com

This email was sent from your website "unlimitedhangout.com" by the Wordfence plugin at Monday 15th of March 2021 at
04:48:23 PM

The Wordfence administrative URL for this site is: https://unlimitedhangout.com/wp-admin/admin.php?page=Wordfence

A user with IP addr 117.194.129.59 has been locked out from signing in or using the password recovery form for the following
reason: Exceeded the maximum number of login failures which is: 20. The last username they tried to sign in with was:
‘unlimitedhangout’.

The duration of the lockout is 4 hours.

User IP: 117.194.129.59

User hostname: 117.194.129.59

User location: Tirunelveli, India

To change your alert options for Wordfence, visit:
https://unlimitedhangout.com/wp-admin/admin.php ?page=Wordfence&subpage=global options
To see current Wordfence alerts, visit:
https://unlimitedhangout.com/wp-admin/admin.php?page=Wordfence

No longer an administrator for this site? Click here to stop receiving security alerts: https://unlimitedhangout.com/?
_wisf=removeAlertEmail&jwt=eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCJ9.eyJIbWFpbCleImliuZm9AdW5saW1pdGVkaGFuZ291dC
5jb20iLCJfZXhwljoxNJE2NDMxNzAzfQ.BkPi16vOwz_oMIg9gVUz2WEVQITN-Yo-iJ9kSCMTc_4

11:52 Columbia username unlimitedhangout
[ MO B W = QA K| » © ™ -+ (3 Moveto.
[Wordfence Alert] unlimitedhangout.com User locked out from signing in — All Inboxes
WordPress B3 Inbox - Info  11:52 AM

[Wordfence Alert] unlimitedhangout.com User locked out from signing in
To: info@unlimitedhangout.com

This email was sent from your website "unlimitedhangout.com" by the Wordfence plugin at Monday 15th of March 2021 at
04:43:33 PM

The Wordfence administrative URL for this site is: https://unlimitedhangout.com/wp-admin/admin.php?page=Wordfence

A user with IP addr 2800:484:2977:6a00:28c4:76¢5:92ca:4522 has been locked out from signing in or using the password
recovery form for the following reason: Exceeded the maximum number of login failures which is: 20. The last username they
tried to sign in with was: ‘unlimitedhangout'.

The duration of the lockout is 4 hours.

User IP: 2800:484:2977:6a00:28¢4:76¢5:92ca:4522

User hostname: 2800:484:2977:6a00:28¢c4:76¢5:92ca:4522

User location: Bogota, Colombia

To change your alert options for Wordfence, visit:
https://unlimitedhangout.com/wp-admin/admin.php?page=Wordfence&subpage=global options
To see current Wordfence alerts, visit:
https://unlimitedhangout.com/wp-admin/admin.php?page=Wordfence

No longer an administrator for this site? Click here to stop receiving security alerts: https:/unlimitedhangout.com/?
_wisf=removeAlertEmail&jwt=eyJhbGciOiJIUzI1NilsInR5cCI61kpXVCJ9.eyJIbWFpbCl6ImIuZm3AdWSsaW1pdGVkaGFuZ291dC
5]b20iLCJfZXhwljoxNJE2NDMxNDEZzfQ.q-xBuADHG7aAz13emmcFkY8iz-LgUAXYei1owVPw3s|




2:36pm Israel username unlimitedhangout

WordPress 9 Inbox
[Wordfence Alert] unlimitedhangout.com User locked out from signing in
To: info@unlimitedhangout.com

This email was sent from your website "unlimitedhangout.com” by the Word!anoe plugin at Monday 15th of March 2021 at 07:36:27 PM

The Wordfence administrative URL for this site is: http i .php?page=Wordfence

Auser with IP addr 113:¢c1 has been lockod out lrom signing in or using the password recovery form for the following reason: Exceeded the maximum number of login failures which is: 20.
The last username they tried to sign in with was: 'unlimitedhangout'.

The duration of the lockout is 4 hours.

User IP: 13:c

User
User location: Tel Aviv, Israel

To change your alert options for Wordfence, visit:

http//uni in.php?pag ncessub lobal_options
To see current Wordlence alerts, visit:
hitp/ur P php

3:54pm San Diego unlimitedhangout

WordPress nbox - Info  3:54 PM
[Wordfence Alert] unlimitedhangout.com User locked out from signing in
To: info@unlimitedhangout.com

This email was sent from your website "unlimitedhangout.com" by the Wordfence plugin at Monday 15th of March 2021 at
08:54:42 PM

The Wordfence administrative URL for this site is: https:/unlimitedhangout.com/wp-admin/admin.php?page=Wordfence

A user with IP addr 2600:1702:850:2fe0:84e0:cc4:b301:7ad9 has been locked out from signing in or using the password recovery
form for the following reason: Exceeded the maximum number of login failures which is: 20. The last username they tried to sign
in with was: 'unlimitedhangout'.

The duration of the lockout is 4 hours.

User IP: 2600:1702:850:2fe0:84e0:cc4:b301:7ad9

User hostname: 2600:1702:850:2fe0:84e0:cc4:b301:7ad9

User location: San Diego, California, United States

To change your alert options for Wordfence, visit:
https://unlimitedhangout.com/wp-admin/admin.php?page=Wordfence&subpage=global_options
To see current Wordfence alerts, visit:
https://unlimitedhangout.com/wp-admin/admin.php?page=Wordfence

No longer an administrator for this site? Click here to stop receiving security alerts: https://unlimitedhangout.com/?
_wisf=removeAlertEmail&jwt=eyJhbGciOiJlUzI1NilsInR5cCI61kpXVCJ9.eyJIbWFpbCl6ImiuZm3AdW5saW1pdGVkaGFuZ291dC
5jb20iL CJfZXhwljoxNjE2NDQ2NDgyfQ.PyrylFypo-kjryNdeHyW59JmYQgQ6MNMIUgOMwChYPY




